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USPS Cyber Intrusion and Employee Data Compromise 

Employee Handout 
 

This document provides you with information about the recent cyber incident.  It is meant to accompany a stand-

up talk from your manager/supervisor, after you’ve seen a special PMG video message, and/or stand-up talk on 

November 10, 2014. All impacted employees will receive a letter at their address of record within ten days.   

 

Situation 
The Postal Service recently learned of a cyber intrusion into some of our information systems. This basically 

means that someone who didn’t have permission was able to get into some of our computer networks. This type 

of intrusion is not unique; you likely have read multiple news stories on similar intrusions into U.S. companies and 

other Federal government agencies.  

 

We began investigating the intrusion into our systems as soon as we discovered it. We are working closely with 

the FBI, the Department of Justice, our own Inspector General and Postal Inspection Service, and the U.S. 

Computer Emergency Readiness Team.  Additionally, we’ve brought on outside experts who specialize in 

investigations and data systems to help us understand what happened and how to improve our security.  

 

What Information Was Compromised? 

The investigation indicates that files containing employee information were compromised.  These files include 

information such as names, dates of birth, social security numbers, addresses, beginning and end dates of 

employment, and emergency contact information for all active employees. It may also include the same 

information for any employee who left the organization anytime from May 2012 to the present. In addition, we are 

aware of a possible compromise of injury claim data that we are still investigating involving a small number of 

employees.  Individualized letters will provide everyone with specific information about their particular situation. 

We are unaware of any evidence that the compromised employee information has been used to engage in 

malicious activity. 

What Should I do? 
There are some steps you can take. A personalized letter from the Postmaster General is being sent to your 

home address via First-Class Mail with an enrollment code for a credit monitoring product that is being provided to 

you free of charge for one year.  Please take advantage of this free service. If you do not receive your letter by 

November 20, please contact the Human Resources Shared Services Center (HRSSC) at 1-877-477-3273, and 

choose option 5 (option 1 for TDD/TTY),  Monday through Friday, from 7 a.m.– 8:30 p.m., ET.  

  

Please also visit Blue or Lite Blue for more information and FAQs about protecting against misuse of your 

personal data.  If you need to speak with someone directly about your situation, please contact the HRSSC or you 

can also discuss this matter with your local human resources representative. 

 

What Should I Say if Customers Ask About This?  
The operations of the Postal Service are not impacted – Post Offices are functioning normally and mail and 

packages are being delivered as usual.  While the investigation is ongoing, the compromised data relates to 

employees’ information.  The intrusion also compromised call center data submitted by customers who contacted 

the Postal Service customer care center with an inquiry via telephone or e-mail between January 1, 2014 and 

August 16, 2014.  This data consists of names, addresses, telephone numbers, e-mail addresses and other 

information for those customers who may have provided this information.   


